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ABSTRACT: This paper examines espionage as an integral component of hybrid warfare, using the Russia—Ukraine
conflict as a case study. The paper explores the evolution of intelligence, based on six major transformations that
have shaped the field in the post—Cold War era. Drawing on approximately 100 open-source materials, the study
analyzes espionage operations across three distinct phases: the post-Soviet period prior to 2014, the 2014-2022
interval encompassing the annexation of Crimea and the Donbas conflict, and the post-2022 full-scale invasion.
Findings reveal that Russian intelligence systematically exploited historical networks within Ukrainian institutions,
employed influence operations, and supported proxy actors to shape political and military outcomes. Since 2022,
these activities have expanded into digitally mediated recruitment, cyber espionage, and covert operations
beyond Ukraine’s borders, reflecting adaptive strategies under wartime conditions. The analysis highlights the
continuity, hybridization, and transnational reach of modern espionage, demonstrating how human, ideological,
and financial levers interact to achieve strategic objectives. The study contributes to the academic understanding
of espionage in hybrid warfare and offers insights for doctrinal development and counterintelligence strategies.
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Intelligence (HUMINT), Signals Intelligence (SIGINT), open-source intelligence (OSINT), Cyber Espionage

ABSTRAKT: W niniejszym artykule przeanalizowano wywiad i infiltracje jako integralne elementy wojny hybrydo-
wej, wykorzystujgc jako studium przypadku konflikt rosyjsko-ukrainski. Chociaz dziatania te réznig sie pod wzgle-
dem bezposrednich celéw, oba opierajg sie na wywiadzie ludzkim, zdolnosciach cybernetycznych i technicznych
platformach wywiadowczych w celu realizacji celéw strategicznych. W artykule oméwiono ewolucje wywiadu
w oparciu o szes¢ gtownych przemian, ktore uksztattowaty te dziedzine w okresie po zimnej wojnie. Opierajac sie
na okoto 100 materiatach z otwartych zrédet, w badaniu przeanalizowano operacje wywiadowcze i infiltracyjne
w trzech odrebnych fazach: okresie postsowieckim przed 2014 r., latach 2014-2022 obejmujacych aneksje Krymu
i konflikt w Donbasie oraz petnej inwazji po 2022 r. Wyniki badan pokazuja, ze rosyjskie stuzby wywiadowcze
systematycznie wykorzystywaty historyczne sieci kontaktow w ukrainskich instytucjach, stosowaty operacje
wptywowe i wspieraty podmioty posredniczace w celu ksztattowania wynikéw politycznych i militarnych. Od 2022
r. dziatania te rozszerzyty sie na rekrutacje za posrednictwem srodkéw cyfrowych, cyberwywiad i tajne operacje
poza granicami Ukrainy, odzwierciedlajgc strategie adaptacyjne w warunkach wojennych. Analiza podkresla cia-
gtosé¢, hybrydyzacje i transnarodowy zasieg wspotczesnego wywiadu, pokazujgc, w jaki sposdb czynniki ludzkie,
ideologiczne i finansowe wspotdziatajg w celu osiggniecia celéw strategicznych. Badanie przyczynia sie do aka-
demickiego zrozumienia wywiadu w wojnie hybrydowej i dostarcza spostrzezen przydatnych w opracowywaniu
doktryni strategii kontrwywiadowczych. Celem artykutu jest analiza roli wywiadu i infiltracji w wojnie hybrydowej.
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Badanie opiera sie na hipotezie, ze wywiad i infiltracja tworza zintegrowany ekosystem operacyjny. W badaniach
zastosowano analize jakosciowg literatury naukowej, materiatéw OSINT oraz poréwnawczg analize historyczna.

SEOWA KLUCZOWE: wojna hybrydowa, infiltracja, Rosja, Ukraina, operacje wptywowe, wywiad ludzki (HUMINT),
wywiad sygnatowy (SIGINT), wywiad otwartozrodtowy (OSINT)

INTRODUCTION

In the contemporary security environment, warfare has evolved far beyond the confines of con-
ventional battlefields. Modern conflicts increasingly employ hybrid strategies, blending tradi-
tional military operations with unconventional tactics, including cyberattacks, information ma-
nipulation, economic coercion, and covert operations? (Iskandarov & Gawliczek, 2020b, 2020c,
2022; Iskandarov et al., 2024). Among these, espionage has emerged as a critical instrument for
states and non-state actors seeking to influence adversaries, destabilize regions, and achieve
strategic objectives without engaging in open combat. Cambridge dictionary defines the espio-
nage as the discovering of secrets, especially political or military information of another country

or the industrial information of a business.

There are a number of examples in history where this element was successfully applied. For
instance, a long-running Soviet spy ring (Cambridge Five Spy Ring) involving British citizens
(including Kim Philby, Guy Burgess, Donald Maclean) who infiltrated British intelligence and
shared secrets with Moscow before and during the early Cold War? (The National Archives,
2025). A clandestine NATO and Western intelligence stay-behind network in Europe (Operation
Gladio), created to resist possible Soviet invasion through sabotage, and covert resistance cells®
(Nuti, 2007).

There are a number of academic sources dedicated to this problem in academia. The book edit-
ed by Fridman et al. explores informational and cognitive dimensions of hybrid conflicts, crucial
for understanding the broader domain where espionage has been employed. Costea outlines
Russian hybrid tactics, including intelligence leaks, infiltration, and influence campaigns. Lloyd
discusses Russia’s coordinated use of espionage, cyber, and media manipulation as hybrid tools*.

A comprehensive scholarly volume exploring hybrid warfare concepts, statecraft, information
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operations, and intelligence roles, with multiple case studies’. A book edited by Sazonov et al.
presents a recent and comprehensive analysis of Russian influence, espionage, and informational
tactics in hybrid conflict contexts. A recent academic analysis by Luppino links active measures,
informational tactics, and hybrid operations. Regarding our specific case study, DeBenedictis
traces the continuity between Soviet-era covert practices, particularly intelligence operations
and disinformation and their evolution into contemporary hybrid operations in Ukraine. Galip-
chak demonstrates that information operations functioned as a central strategic instrument
within Russia’s broader framework of aggression, particularly in the post-2014 period®. Davies
analyses counterintelligence dimensions of the Russia—Ukraine conflict (2014—-2024), focusing
on espionage, sabotage, subversion, and ISR in both hybrid and conventional warfare. He argues
that Western counterintelligence frameworks, shaped by counterterrorism and counterinsurgen-
cy priorities, are ill-suited to addressing persistent threats from state actors engaged in hybrid
conflict’. Mantuliak similarly argues that the information component is pivotal to hybrid warfare,
as it directly shapes societal stability, public trust in state authorities, and ideological support.
The literature review indicates that, although the problem has been addressed extensively, the

Russia—Ukraine case has not been specifically examined in studies dedicated to this issue®.

The hypothesis of the paper is that in the context of modern hybrid warfare, state actors in-
creasingly rely on espionage as a strategic tool to achieve political and military objectives, often
blurring the lines between conventional and unconventional conflict, and enabling the projec-
tion of power without direct battlefield engagement. Hybrid warfare leverages espionage not
only to gather intelligence but also to influence public perception, destabilize societies, and
undermine trust in institutions, demonstrating that non-kinetic operations can shape conflict
outcomes as profoundly as conventional battles. The research questions of the paper are: 1. How
have espionage evolved as a tool of statecraft in the context of hybrid warfare? 2. What lessons
can be drawn from Russia-Ukraine confrontation regarding the effectiveness of espionage?

This paper develops an analytical model linking the abovementioned concept and situating

it within the broader context of information superiority and hybrid warfare theory.

This study employs qualitative analysis of open-source intelligence (OSINT), academic litera-
ture, policy documents, and media reports. The research is based on comparative and histori-
cal analysis of intelligence and infiltration practices across three phases of the Russia—Ukraine
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confrontation (1991-2014, 20142022, post-2022). Analytical synthesis is used to identify pat-

terns, continuity, and transformation in hybrid warfare practices.

THE TRANSFORMATION OF INFORMATION GATHERING AND ITS STRATEGIC
IMPLICATIONS FOR INTELLIGENCE

Hybrid warfare manifests in a spectrum ranging from subtle information operations to full-scale
military confrontations. According to Murray, in the 215 century, Russia has primarily employed
three tools against the U.S.: espionage, cyber intrusions, and information or influence opera-
tions®. Russian strategists integrate these tools into interdependent hybrid strategies, executed
mainly through compartmentalized state security organizations. While bearing clear parallels
to Soviet-era operations, these methods have achieved amplified effects through the leverage
of modern technology. On 5 March 2025, the U.S. Department of Justice charged twelve Chi-
nese nationals and sanctioned affiliated companies for their involvement in long-running cyber
operations that compromised more than 100 U.S. organizations, including the Department
of the Treasury, defense contractors, state agencies, and private institutions. According to the
indictments, several of the defendants were directly linked to Chinese state organs, notably the
Ministry of Public Security and the Ministry of State Security'’. In this regard, research on cyber
espionage underscores that nation-state cyber capabilities both offensive and defensive con-
stitute a central pillar of U.S. national security strategy, with Russia identified as a manageable

threat. This exemplifies how major global powers strategically approach these activities.

With the purpose of gaining intelligence about the target nation foreign powers prevalently apply
espionage as an element of hybrid warfare. As Sun Tzu stated centuries ago: There is no place
where espionage is not possible'!. Espionage is a central component of modern hybrid warfare,
but it functions differently than in classic intelligence operations. In hybrid warfare, espionage
is integrated with political, cyber, and societal tools to achieve strategic objectives without
full-scale conventional conflict. Strategic objectives are achieved through intelligence gather-
ing (traditional role), enabling influence operations, targeted infiltration and supporting proxy

or covert operations.

This stark reality highlights that modern intelligence-gathering techniques differ from tradi-
tional espionage in scale, speed, and strategic reach, reflecting the twin forces of technological
innovation and globalization. Whereas traditional espionage relied predominantly on HUMINT,
such as spies, defectors, diplomats, and covert agents, contemporary intelligence-gathering
is increasingly dominated by technical means, particularly Al-driven analytics. Unlike the la-
bor-intensive, slow, and highly personalized nature of traditional espionage, modern methods

R.C. Murray, Hybrid warfare and active measures, “Small Wars Journal”, 10 October 2021, https://smallwarsjournal.
com/2021/10/10/hybrid-warfare-and-active-measures/ (accessed: 27.12.2025).

U.S. Department of Justice, Justice Department charges 12 Chinese contract hackers and law enforcement officers in global
computer intrusion campaigns, 5 March 2025, https://www.justice.gov/opa/pr/justice-department-charges-12-chinese-
-contract-hackers-and-law-enforcement-officers-global (accessed: 06.01.2026).
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enable remote, automated, and continuous data collection on an unprecedented scale’. Gioe
et al. explore how the cyber era reshapes intelligence practices, illustrating the continuity and

change from traditional methods to modern techniques driven by connectivity and tech??,

According to Wirtz, six significant transformations have reshaped the nature of intelligence,
leaving a lasting impact on both its scope and methodologies: (1) the end of the Cold War, (2) the
emergence of counterproliferation, (3) the rise of transnational terrorism, (4) the proliferation
of virtual reality, (5) the resurgence of great power competition, and (6) the development of in-
telligence on unidentified anomalous phenomena. Other sources report broadly similar trans-
formations’®. These changes will be illustrated with clear, concrete examples in this paragraph.

During the Cold War, intelligence agencies primarily focused on strategic military intelligence,
such as nuclear force posture, missile inventories, and leadership intentions largely through
HUMINT and SIGINT targeting the Soviet bloc. CIA reports from the Cold War period (1946-50)
show how U.S. intelligence tracked Soviet military and ideological intentions through structured
analysis®>. The Cuban Missile Crisis in 1962 is a classic case where U.S. intelligence detected
Soviet missile deployments in Cuba. In the aftermath of the Soviet Union’s collapse, however,
intelligence services were compelled to adapt rapidly to state fragmentation (e.g., in the Bal-
kans), internal conflicts, and weak or failing states. This shift broadened the intelligence agenda
to include political, economic, and societal dimensions, increased reliance on OSINT and regional
expertise, and reoriented intelligence practices from long-term strategic warning toward cri-
sis-driven assessment. Consequently, intelligence failures during the Yugoslav wars exposed the

limitations of Cold War era paradigms centered on conventional state adversaries®.

With the emergence of counterproliferation, intelligence shifted from monitoring deterrence
frameworks to actively preventing the spread of weapons of mass destruction'’. The post-1991
Gulf War discovery of Iraq’s clandestine WMD programs revealed the inadequacy of traditional
arms-control verification mechanisms. In response, intelligence agencies expanded their use
of technical collection methods, such as satellite imagery and environmental sampling along-
side network analysis targeting procurement and supply chains and covert disruption efforts.
As a result, intelligence became increasingly operational and preventive rather than merely
observational, fostering closer integration with law enforcement and export-control regimes
and enhancing the mapping of proliferation networks, exemplified by the A.Q. Khan network,

which relied on extensive shell companies in Dubai to acquire nuclear enrichment components.

12| K. Johnson (eds.), The Oxford Handbook of National Security Intelligence, 2nd ed., Oxford University Press, Oxford 2026.
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Echoing this perspective, analyses by the West Point Combating Terrorism Center document
A.Q. Khan’s exploitation of complex transnational corporate structures and clandestine shipping
arrangements to transfer sensitive nuclear technologies to Iran, Libya, and North Korea'®. As
a result, intelligence operations targeting the Iranian and North Korean nuclear programs inte-
grated cyber capabilities with HUMINT and financial intelligence?®. Wirtz and Jervis state that
the exposure of the Khan network revealed significant weaknesses in traditional arms-control
frameworks and played a pivotal role in shaping subsequent intelligence reforms®. Carter argues
that, particularly in the early 2000s, U.S. strategy increasingly reconceptualized counterprolifer-
ation as a proactive enterprise, necessitating intelligence modernization and a more assertive
integration of intelligence capabilities into policymaking. The 2005 Report of the Commission
on the Intelligence Capabilities of the United States Regarding WMD explicitly recommended
the establishment of a National Counterproliferation Center to coordinate nuclear, biological,
and chemical weapons intelligence across agencies, thereby illustrating a decisive shift toward

centralized, mission-oriented counterproliferation structures??.

The rise of transnational terrorism marked a transition from territorially focused intelligence
to network-centric approaches. The 9/11 attacks revealed that intelligence systems optimized
for state actors were ill-equipped to detect decentralized, transnational networks. In response,
priorities shifted toward early warning, tracking radicalization pathways, and mapping logisti-
cal networks, accompanied by increased emphasis on data fusion, watchlists, and interagen-
cy?. The distinction between intelligence and internal security functions became increasingly
blurred, while the use of signals intelligence, metadata analysis, and behavioral analytics expand-
ed. Intelligence practices evolved to become continuous, real-time, and preventive, enabling
operations such as the targeted killings of terrorist leaders through the integration of HUMINT,
drones, and electronic surveillance??. Consequently, U.S. and allied intelligence priorities shifted
from “gathering” to actively “hunting” terrorist networks, placing greater emphasis on disrup-
tion rather than passive observation. Although exact pre- and post-9/11 budget figures vary
by agency, both the Office of the Director of National Intelligence (ODNI) and the Department
of Homeland Security (DHS) underwent substantial expansions in the immediate aftermath
to operationalize this strategic shift. In coordination with federal, state, and local authorities,
the DHS and FBI established intelligence fusion centers in 48 states to enhance the sharing

18, Hummel, F.J. Burpo, J. Bonner, Profit-Minded Suppliers: Convergence of IED Facilitation and WMD Proliferation Networks
for Non-State Actors, ,,CTC Sentinel” 2019, vol. 12, no. 2.
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of information on terrorist threats?. The first U.S. drone-based targeted killing outside a con-
ventional battlefield occurred on 3 November 2002, when a CIA-operated Predator drone struck
and killed al-Qaeda operative Abu Ali al-Harithi in Yemen, following his location through NSA
intercepts and signals tracking. The practice expanded under subsequent administrations, with
drone strikes and special operations increasingly employed to target high-value individuals
across multiple theaters®. For instance, Akhtar Mansour, the leader of the Taliban, was killed
by a U.S. drone strike in Pakistan in May 2016 after CIA and NSA tracking located his vehicle?®,
while Ayman al-Zawahiri, al-Qaeda’s emir and a planner of the 9/11 attacks, was killed in Kabul

by a U.S. drone strike in July 2022 following months of intelligence collection and surveillance?’.

The proliferation of virtual and digital environments has significantly expanded the intelligence
domain into virtual, cognitive, and informational spheres. Social media platforms, encrypted
messaging applications, and online communities have generated novel intelligence terrains,
encompassing phenomena such as online radicalization, disinformation campaigns, and digi-
tally enabled recruitment and fundraising?®. For instance, Sychev asserts that Russia employed
Al-generated content campaigns to disseminate political disinformation across Europe and
to target democratic processes?®. Specialized analytical domains, such as narrative intelligence,
concentrate on monitoring hostile narratives across social media, blogs, and forums to identify
and counter adversarial influence operations that may threaten national security*°. Compre-
hending how populations perceive events and how narratives propagate online is essential for
both strategic warning and operational planning®. Consequently, OSINT has evolved from a sup-
plementary function into a core intelligence discipline. Intelligence agencies have increasingly
adopted Al-assisted analytical tools, including sentiment analysis, social network mapping, and
automated trend detection. Intelligence collection now places greater emphasis on monitoring
perceptions, narratives, and patterns of digital behavior rather than solely on physical capabili-
ties. During the Russia—Ukraine war, intelligence monitoring of online ecosystems demonstrated
how information manipulation and narrative dominance can directly influence battlefield dy-

namics and operational outcomes. The Russia—Ukraine war in fact, has been described as the

24 Counterterrorism Education Learning Lab, The Legacy of 9/11: National Security in Focus Case Study, 2025, https://thecell.
org/wp-content/uploads/2025/04/2a-CELL-Exhibit-Legacy-of-9.11-Case-Study-FINAL.pdf (accessed: 10.01.2026).
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(accessed: 09.01.2026).
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first major “digital war”, in which OSINT has mitigated the fog of war by delivering real-time
battlefield information derived from online ecosystems®. For example, independent OSINT
initiatives had aggregated and verified over 11,600 battlefield images and videos related to the
Russia—Ukraine war by mid-2023, providing crucial support to journalists, investigators, and
analysts®. In the Russia—Ukraine war, digital fronts have become integral, with pro-Kremlin bot
networks, comprising thousands of accounts that posted hundreds of thousands of messages on
Telegram alone used to shape local sentiment and erode Ukrainian resilience in occupied terri-
tories®4. Consequently, commercially available data has emerged as a major source for contem-

porary intelligence activities, fundamentally transforming methods of collection and analysis.

The resurgence of great-power competition, manifested primarily through hybrid and gray-zone
strategies, has reintroduced classical intelligence targets such as military capabilities and lead-
ership intentions, while simultaneously expanding the intelligence agenda into new domains.
Contemporary state rivalry now encompasses cyber espionage, economic coercion, influence
operations, and technological competition in critical sectors including artificial intelligence,
semiconductors, and space. In 2025, Microsoft analysis reported that Russian cyberattacks
against NATO states increased by 25% year-on-year, reflecting an escalation in operations tar-
geting governments, research institutions, and non-governmental organizations*®. According
to the intelligence services of Denmark and Germany, Russia remains the primary source of mil-
itary, espionage, and hybrid threats. Denmark’s Military Intelligence assesses the risk of Russian
sabotage against the Danish Armed Forces as “high” and considers the likelihood of a conflict
with Russia in the Baltic region to be significant®®. Russia’s “Doppelgdnger” campaign involved
impersonating credible media outlets in the U.S., Germany, and France to undermine support
for Ukraine and Western alliances, exemplifying intelligence-informed influence operations that
shape adversary perceptions without resorting to kinetic conflict®’. In 2025, British authorities
publicly sanctioned 18 Russian intelligence officers and units implicated in destabilization cam-
paigns, illustrating an intensified legal and diplomatic response to covert strategic competition.
European intelligence estimates indicate more than 50 reported Russian-linked sabotage inci-
dents in Europe between 2022 and mid-2025, including fires, infrastructure damage, and covert
attacks, typically calibrated to avoid direct military escalation. Intelligence has increasingly been
employed as an instrument of strategic signaling and coercive diplomacy, shaping adversary
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perceptions without crossing the threshold of armed conflict. Chinese industrial espionage and
Russian hybrid operations exemplify how intelligence activities underpin sustained strategic

competition in the sub-threshold domain of contemporary interstate rivalry3:.

Finally, the growing intelligence focus on Unidentified Anomalous Phenomena (UAPs) has ex-
panded the scope of intelligence beyond traditional, attribution-centered threat models. UAPs
refer to observations of aerial phenomena that cannot be identified as conventional aircraft
or known natural occurrences from a scientific perspective, while also encompassing broader
national security implications®. Therefore, this shift has accelerated the development of mul-
ti-sensor fusion methodologies, increased emphasis on anomaly detection and uncertainty
management, and reinforced the recognition that intelligence must systematically address un-
known, ambiguous, and poorly characterized phenomena. In 2022, NASA established the UAP
Independent Study Team to evaluate optimal methods for collecting and analyzing data across
scientific sensors, drawing on expertise from civilian, academic, and technical communities. The
team’s objective was to systematically identify which observational assets and data streams
could most effectively enhance understanding of UAP*°. Reports indicate that the majority
of UAP sightings lack sufficient data for definitive resolution, necessitating deeper analysis,
modeling, and cross-referencing across multiple intelligence sources, such as radar, visual, and
infrared before any attribution can be reliably determined®. Thus, intelligence assessments of
UAPs increasingly prioritize risk management and strategic ambiguity over definitive attribution,
reflecting a broader transformation toward anticipatory intelligence capable of operating under

conditions of incomplete information and epistemic uncertainty*.

Taken together, these six transformations demonstrate that intelligence has evolved from a nar-
row, state-centric, secrecy-driven enterprise into a multi-domain, anticipatory, and informa-
tion-centric system. Contemporary intelligence functions seamlessly across physical, digital, and
cognitive domains, integrating traditional espionage with cyber operations and sophisticated
information analysis. It simultaneously navigates ambiguity, velocity, and scale, embodying

a paradigm shift toward proactive, adaptive, and decision-focused intelligence.
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ESPIONAGE IN HYBRID WARFARE: THE CASE OF RUSSIA-UKRAINE

Espionage largely relies on human assets, cyber capabilities, and technical intelligence platforms.
This paper focuses on the academic and doctrinal aspects of this component. This section ana-
lyzes the espionage activities undertaken to further the strategic objectives of external powers,
illustrated through the Russia—Ukraine confrontation. Our analysis will concentrate on espionage
activities aimed at intelligence collection, conducting influence operations, executing targeted

infiltrations, supporting proxy and covert initiatives.

The Russian invasion of Ukraine has involved not only conventional military combat but also
an intensive “shadow war” of intelligence, including espionage, infiltration, sabotage, cyber op-
erations, and covert defections. Intelligence services such as Russia’s FSB and GRU, and Ukraine’s
Security Service (SBU) and Main Directorate of Intelligence (HUR), have both actively engaged
in covert operations to gain strategic advantage®.

To provide a clearer picture, we will divide the period following the collapse of the Soviet Union
into three distinct phases and compare the tools and methods of espionage in each: 1) the pre-
2014 period, 2) 2014-2022, and 3) 2022 onwards.

PRE-2014 PERIOD

This period is primarily characterized by intelligence collection, influence operations, and,
to a lesser extent, targeted infiltrations. After Ukraine’s independence in 1991, Russian intelli-
gence inherited extensive KGB networks, especially in energy and security sectors. Yakovenko
& Piskorska (2023) observe that Russian influence and information operations in Ukraine date
back to the 1990s, with the objective of shaping Ukrainian legislation, mass media narratives,
and public opinion to align with Moscow’s interests*. These efforts encompassed disinformation

campaigns, manipulation of political discourse, and exertion of pressure on legislative processes.

Ukraine’s first intelligence chief, Nikolai Golushko, retained Soviet personnel and maintained ties
with Moscow, including intelligence-sharing arrangements. Some officers, such as those at the
Chernobyl plant, continued to follow FSB directives. In his 2012 memaoirs, he acknowledged that
he largely retained Soviet-era officers in their posts, opting for institutional continuity rather
than replacing them with an entirely new cadre®. What is particularly noteworthy is that after
only four months as Ukraine’s intelligence chief, Golushko returned to Moscow to rejoin KGB
headquarters and, in 1993, became head of Russia’s newly created Federal Counterintelligence
Service, the institutional precursor of today’s Federal Security Service (FSB)*. Reports indi-
cate that senior SBU officers continued to receive training in Russia and maintained contacts
with Moscow well after Ukraine’s independence, a pattern that, according to some analysts,
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-Ukrainian_War (accessed: 28.12.2025).

N.L. Yakovenko, H. Piskorska, Hybrid war of Russia against Ukraine: information aspect, ,,American History & Politics
Scientific Edition” 2023. https://doi.org/10.17721/2521-1706.

Reuters, How Russia spread a secret web of agents across Ukraine, VOA News, 30 July 2022, https://www.voanews.com/a/
how-russia-spread-a-secret-web-of-agents-across-ukraine/6677718.html (accessed: 07.01.2026).

46 |bidem.

44

45

10



rendered them vulnerable to exploitation by Russian intelligence services*. It should be noted
that overhauling a long-established system is not an immediate or straightforward process. It
was therefore entirely normal for officers who had been educated and had served during the
Soviet period to retain their positions even after the collapse of the Soviet Union. This continuity
does not necessarily imply that all such officers were affiliated with the KGB. Similar patterns
were observed across almost all former Soviet republics. Replacing these individuals with cad-
res educated in Ukraine was neither feasible nor realistic, as the formation and professional
maturation of new cadres requires decades rather than years. Consequently, it is inconceiva-
ble that a comprehensive replacement of personnel could have been achieved within a time-
frame as short as ten years. Therefore, following Golushko’s exit, successive directors (Yevhen
Marchuk, Valeriy Malikov, Volodymyr Radchenko, Leonid Derkach) refrained from undertaking
comprehensive restructuring, allowing much of the Soviet-era cadre to persist within the ser-
vice well into the 1990s and 2000s. Volodymyr Radchenko, despite serving two separate terms
(1995-1998 and 2001-2003), is widely seen as having achieved limited success in reforming
the service. His initial appointment took place amid efforts to adapt the former KGB successor
agency to Ukraine’s independent security requirements, including counterintelligence against
foreign espionage and measures to combat organized crime. During his second term, Radchenko
emphasized the SBU’s role in safeguarding national sovereignty, particularly cautioning against
overreliance on Russia in defense technologies*®. Radchenko’s cadre changes were constrained
to a handful of senior officers who were overtly pro-Moscow or defiant of Kyiv’s authority.
Notably, it was only under Ihor Smeshko (2003—-2005) that reform efforts became particularly
significant. He dismissed dozens of high-ranking officials and reorganized the agency to curtail
Soviet-era influence while addressing corruption and inefficiency*. These accounts illustrate the
persistence of Soviet-era structures and networks within the independent Ukrainian security
services, thereby creating avenues for sustained Moscow influence. This phenomenon is not
confined to the intelligence services alone. A pertinent example is Pavlo Lebedyev, a Russian
politician, who served as Ukraine’s Minister of Defence from 2012 to 2014 and a member of the
Verkhovna Rada between 2006 and 2013. While officially still holding the post of Ukraine’s Min-
ister of Defence, Lebedyev relocated to Crimea and remained there during Russia’s annexation
of the peninsula in 2014°°. This case illustrates how sensitive information could plausibly have
flowed to Moscow had Lebedyev been affiliated with Russian intelligence structures. Identifying
and neutralizing cadres affiliated with foreign states is a core responsibility of any intelligence
service. However, if the intelligence apparatus itself is compromised or influenced by external

actors, the consequences are both predictable and severe, undermining national security.

J. Fitsanakis, Analysis: The West should not trust Ukrainian spy agencies. Neither should Ukrainians, intelNews.org, 28 July
2022, https://intelnews.org/2022/07/28/01-3213/ (accessed: 07.01.2026).

48 Grokipedia, op. cit.

2 Miller, Mission: Impossible? Ukraine’s New President Ventures to Reform Powerful State Spy Agency, Radio Free Europe/

Radio Liberty, 17 August 2019, https://www.rferl.org/a/ukraine-zelenskiy-reform-state-spy-agency-sbu-/30114589.html
(accessed: 07.01.2026).

RBC-YkpaiHa, IKc-muHUCmp 060poHbI YKpauHbl npedcmasum 8 Mockee uHmepecsi KpbiMmcko2o busHeca, 30 October 2015,
https://www.rbc.ua/rus/news/eks-ministr-oborony-ukrainy-predstavit-moskve-1446211070.html (accessed: 14.01.2026).

50

11



Russian efforts aimed to block Ukraine’s NATO and EU integration, recruiting local assets in
Crimea and Donbas. The FSB and GRU focused on political influence and sabotage, confirmed
by a 2010 defector report>*. During the 1990s and early 2000s, Russia strategically invested
in media, cultural, and language networks in Ukraine to reinforce pro-Moscow attitudes among
Russian-speaking communities and regional elites, especially in Crimea and the Donbas. These
channels functioned as instruments of influence capable of supporting Russian intelligence op-
erations®. In 2004, opposition leader Viktor Yushchenko was poisoned, with U.S. intelligence
linking Russia to an attempt to favor pro-Russian Viktor Yanukovych. During the Orange Revo-
lution, Russia supported Yanukovych through disinformation and agent-driven unrest, avoiding
military action®. By the late 2000s and into the early 2010s, the FSB and SVR had successfully
cultivated informants within Ukraine’s counterintelligence and military intelligence agencies,
a development that significantly undermined Ukraine’s internal security preparedness®*. Pre-
2014 GRU and FSB operations mapped Ukrainian military capabilities and cultivated sleeper
agents, laying the groundwork for hybrid tactics. Under Yanukovych (2010-2014), formal SBU-

FSB cooperation deepened, enabling covert influence over government and military circles®.

2014-2022 PERIOD

Between 2014 and 2022, Russian activities encompassed the previously described espionage
activities, while also extending to the support of proxy actors and covert initiatives. According to
Soldatov (2014), the visit of Colonel General Sergei Beseda then Head of the FSB’s Fifth Service
to Kyiv on 2021 February 2014 may be key to understanding both the role of Russia’s intelli-
gence agencies in the Crimea crisis and the Kremlin’s broader strategy toward Ukraine®®. The
FSB’s Fifth Service, formally known as the Service for Operational Information and International
Communications, includes the Operational Information Department, which Beseda headed until
20009. Since the late 1990s, this division has been responsible for conducting intelligence activi-
ties focused on the former Soviet republics. Soldatov (2014) argues that, unlike the SVR and the
GRU, the FSB shows little hesitation in operating openly and allowing its senior officers to main-
tain a visible public profile, including direct engagement with high-ranking officials in neigh-
boring states®’. This tendency has repeatedly attracted attention and criticism. In Belarus, for
instance, observers accused the FSB of attempting to shape the domestic political environment
ahead of the 2003 presidential elections. A similar pattern emerged in 2004, when FSB generals
reportedly traveled to Sukhumi, Abkhazia, to lend support to pro-Moscow candidates in the

presidential contest. Media reports from Chisinau further suggested that, in the mid-2000s,
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FSB officials worked directly with Moldovan politicians. Evidence of FSB activity in Ukraine also
surfaced. In 2010, a disgruntled former officer leaked internal FSB documents on a website
(Lubyanskayapravda.com) he established. Although the site was shut down within two weeks,
the materials disclosed included a report describing a forged Ukrainian document allegedly
produced by the FSB to deceive the Turkmenistan government and undermine a prospective
gas agreement between Kyiv and Ashgabat. During the February—March 2014 annexation of
Crimea, Russian military intelligence, most notably GRU Spetsnaz deployed unmarked special
operations forces, widely known as the “little green men,” to take control of critical infrastruc-
ture such as airports, government facilities, and Ukrainian military bases, encountering little ef-
fective resistance®®. Bukkvoll (2016) contends that employing SOF to achieve political objectives
in non-combat contexts constitutes an example of their use within hybrid warfare frameworks>.
These units, numbering roughly 10,000-20,000 and largely staged via Russia’s Black Sea Fleet
bases, worked in close coordination with local pro-Russian militias and FSB-linked operatives®°.
Although Russian forces encountered no organized resistance and engaged in almost no combat,
the military presence served mainly as a show of force, successfully establishing concrete “facts
on the ground”®. The operation depended extensively on established intelligence networks,
which supported reconnaissance, targeted intimidation, and selective sabotage, allowing for
swift territorial control before large-scale troop deployments. This intelligence-driven campaign
effectively culminated in a de facto takeover by the 16" of March 2014, when a contested ref-

erendum was held under the presence of occupying forces®.

Following the annexation of Crimea, Russian intelligence redirected its efforts to the Donbas
region in eastern Ukraine. Starting in April 2014, GRU and FSB operatives supported separatist
uprisings by recruiting local collaborators, smuggling weapons, and embedding agents within
insurgent groups, including those led by Igor Girkin (alias Strelkov), a former GRU officer who
admitted to initiating the conflict by seizing Sloviansk. By mid-2014, these operations expanded
to include the creation of so-called “volunteer” battalions composed of Russian nationals and
ethnic Russians in Ukraine. These forces were often funneled through intelligence-controlled
convoys disguised as humanitarian aid, delivering arms and advisors to the Donetsk and Luhansk
People’s Republics (DPR/LPR)®. In May 2015, Ukrainian forces captured two GRU Spetsnaz of-
ficers in Donbas, providing concrete evidence of Moscow’s direct involvement in coordinating
hybrid warfare tactics, including artillery targeting and sabotage. FSB networks further leveraged
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ethnic and linguistic ties to recruit informants among Ukrainian security personnel and civilians,
sustaining a low-intensity conflict that resulted in an estimated 14,000 deaths by 2021%*. From
2014 onward, Russian intelligence agencies systematically expanded sleeper agent networks
throughout Ukraine, recruiting mid-level officials and military personnel through coercion,
financial incentives, or ideological persuasion. U.S. Treasury sanctions in January 2022 docu-
mented GRU-directed efforts to establish puppet administrations®®. By late 2021, pre-invasion
preparations had escalated: FSB and SVR operatives mapped Ukrainian defenses, infiltrated
critical energy infrastructure for potential sabotage, and orchestrated provocations in Don-
bas to provide a pretext for escalation, although intelligence assessments overestimated local
support for Russia®®. These operations relied on deep-cover “illegals” posing as businessmen
or aid workers, effectively constructing a parallel administrative structure within Ukrainian insti-
tutions®’. Financial leverage constitutes a primary instrument for influencing and manipulating
such individuals, and these activities are frequently facilitated by non-governmental actors who
remain loyal to the Russian leadership. Russian billionaire Konstantin Malofeev, for example,
played a crucial role in the seizure of Crimea and destabilization of the Donbas. Since then,
he has been an active agent of Russian influence in the Balkans®®. Multiple sources indicate that
Malofeev channeled financial support to separatist movements in Ukraine via intermediaries®.
Another notable example is Alexander Usovsky, a Belarusian activist central to Russia’s influence
network in Poland, the Czech Republic, Hungary, and Slovakia. The 2017 leak of his emails, known
as the “Usovsky Archive,” revealed how he financed radical groups, orchestrated provocations,
and coordinated propaganda campaigns on behalf of Malofeev. Usovsky strategically exploited
existing anti-European, anti-NATO, and pro-Russian sentiments, particularly in Poland by fund-
ing demonstrations that exacerbated Polish-Ukrainian tensions over historical disputes’™. These
examples are illustrative, as numerous other billionaires have also been implicated in supporting
hybrid warfare activities. This fact further underscores the diverse array of means and actors

employed in hybrid warfare. Ukrainian counterintelligence, according to SBU reports, disrupted
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over 100 agent networks annually, yet despite these setbacks, the framework allowed rapid

mobilization of local assets during the February 2022 invasion’.

2022 ONWARDS

With the outbreak of the large-scale Russia—Ukraine war in February 2022, espionage activities
have escalated to a new level. The invasion was accompanied by extensive information warfare
practices. Geissler et al. (2022) examine the diffusion of pro-Russian narratives on social media,
drawing on a dataset of 349,455 pro-Russian messages collected from Twitter’?. Their analysis
indicates that these messages generated approximately 251,000 retweets, reaching an esti-
mated audience of 14.4 million users. Crucially, the authors contend that automated accounts
(bots) played a disproportionate role in the early stages of diffusion, significantly amplifying the
spread of pro-Russian content. Gouliev (2025) analyzes ~40,000 tweets from propaganda and
trusted accounts between February and May 202273, Using natural language processing, machine
learning, and a human-in-the-loop framework, the study identifies key themes, sentiments,
and narratives. Findings show propaganda accounts employ emotionally charged language and
disinformation to foster fear, while non-propaganda accounts focus on factual reporting and
humanitarian issues. Clustering analysis also reveals coordinated information operations among

certain account groups.

Russian intelligence services, especially the FSB, utilize a wide spectrum of agent categories for
HUMINT operations in Ukraine. These include local collaborators supplying tactical battlefield
intelligence, sources tasked with collecting political and military information, and operatives
involved in sabotage or providing support for targeted assassinations. Such networks are com-
monly composed of pro-Russian sympathizers, former state officials, and socially or econom-
ically marginalized individuals with residual loyalties to the Soviet past. Experts note that the
post-2022 period saw a significant transformation in Russian HUMINT operations, with a turn
toward remote recruitment and digitally mediated tactics, underscoring adaptive behavior under
sustained wartime pressure’*. Malware campaigns and coordinated cyber espionage operations
targeting government agencies and organizations, including newly identified GRU-linked threat
actors in Western cyber defenses have intensified alongside Russia’s human infiltration activ-
ities”. Cases documented by Ukrainian sources indicate that Russian intelligence has sought

to infiltrate or co-opt Ukrainian officials, including both serving and former intelligence officers,
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demonstrating the extensive reach and ambition of Moscow’s internal penetration operations’®.
Information operations designed to shape public opinion and weaken Western support for
Ukraine complement traditional and covert espionage activities’’. Dr. Hans Jakob Schindler,
a terrorism expert, notes that Russian intelligence seeks individuals who are either ideologically
committed, financially motivated, or ideally both. He adds, however, that it is unlikely anyone
would undertake such operations solely for ideological reasons, as financial incentives almost
always play a role. According to Schindler, difficult economic circumstances combined with

ideological affinity constitute an especially effective recruitment profile’®.

Amid ongoing security challenges stemming from the conflict with Russia, Ukrainian authorities
reported the identification of more than 600 individuals linked to intelligence activities between
2022 and 20247. Since the full-scale invasion on February 24, 2022 until 2025, Ukraine’s Security
Service (SBU) reported uncovering 207 Russian operatives within the country, including 52 ac-
tive-duty members of the Ukrainian Armed Forces who were acting as agents for Russian intel-
ligence. Of these military infiltrators, 44 have been convicted of high treason and sentenced to
12-15 years in prison®. SBU Chief Vasyl Maliuk further noted that 47 Russian spy networks were
dismantled in 2023, followed by 46 additional networks in 2024, many of which involved military
personnel responsible for collecting intelligence on troop movements, defensive positions, and
operational plans®. Reports indicate that GRU operations tripled in frequency between 2023
and 2024, targeting transportation networks, government facilities, and critical infrastructure,
frequently employing local assets or proxies®?. Between 2022 and 2025, Ukrainian authorities re-
ported the uncovering of more than 100 Russian espionage networks in Ukraine, including plots
targeting senior Ukrainian leaders, such as President Zelenskyy and top intelligence officials®.

According to multiple reports, Russian intelligence activities extend beyond the territory of
Ukraine. Since 2022, Russian intelligence services have adjusted their tactics, recruiting and
exploiting vulnerable populations abroad, such as refugees and migrants for espionage and

sabotage in NATO countries and along Ukraine’s periphery, reflecting broader geopolitical
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infiltration associated with the war. In one notable case in Poland, Russian citizen Igor Rogov
was apprehended for allegedly sending explosive devices to EU logistics centers, and his wife,
present in Poland under humanitarian status was later arrested as well. The absence of any
official Russian response underscores the Kremlin’s unwillingness to publicly back such oper-
atives. Similar incidents have been documented in the Czech Republic, Germany, and Finland,
highlighting a broader pattern of covert Russian intelligence activity in Europe. This escalation
reflects strategic necessity rather than opportunism. As the war in Ukraine has become increas-
ingly dependent on Western military, financial, and intelligence support, Moscow has expanded
its espionage activities beyond Ukraine to rebuild disrupted networks in Europe and to target
the political, military, and logistical foundations of Western assistance to Kyiv. By operating on
European territory, Russian intelligence services seek to monitor decision-making processes,
identify vulnerabilities in arms supply chains, and deter or disrupt sustained Western engage-

ment in the conflict.

The intensification of Russian covert operations across Europe prompted a coordinated diplo-
matic response. Since early 2022, Europe has expelled around 750 Russian diplomats®* (Wise-
man, 2025), with MI5 claiming at least 400 were spies® (Latschan, 2024). Many Russian em-
bassies and consulates reportedly possess advanced espionage technology, though host states
cannot access these premises without permission. The most extensive expulsions occurred in
Bulgaria, where 82 representatives of Russian diplomatic missions were declared persona non
grata. Other countries followed suit, including Germany (65), Poland (58), Romania (52), Slova-
kia (39), Netherlands and Slovenia (both 34)% (Babaiev, 2025). According to Babaiev (2025), the
full-scale war in Ukraine has resulted in the loss of more than 700 Russian intelligence agents in
Europe. Following the loss of its established network, Russian security services shifted their focus
to recruiting civilians across Europe. Since 2022, reported cases include 47 in Poland, 20 in Esto-
nia, 19 in Latvia, 12 in Germany, and 10 in the United Kingdom. In total, 130 individuals across
12 European countries have been suspected of working for Russian intelligence®’ (Babaiev, 2025).

This loss prompted Moscow to actively recruit “one-time spies” to offset the attrition of its oper-
ational network. These recruits are typically deployed for single operations or specific missions,
earning them the designation “one-time spies” or “disposable agents”. “Disposable agents are
typically employed for high-impact operations,” explains Dr. Christopher Nehring, a disinforma-
tion expert. He notes, however, that while these agents participate in intelligence-related activi-
ties, they cannot strictly be considered spies, as espionage entails covert information gathering.

An example includes drone flights over military, critical, and civilian infrastructure in Germany
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in October 202588 (Urbancik, 2025). Dr. Hans Jakob Schindler explains that these “agents” are
recruited for a single purpose: to mask the presence and activities of Russian intelligence agen-
cies in Europe® (Urbancik, 2025). The Dutch intelligence service warns that Russia disguises its
operatives as businesspeople using false documents. Suspected Russian espionage continues
to surface, including intercepted German military communications, drones monitoring Europe-
an bases and industrial sites, and “research” vessels mapping critical seabed infrastructure for

potential sabotage® (Latschan, 2024).

One of Russia’s most sophisticated instruments of hybrid warfare is the false flag operation.
Far from being mere tactical maneuvers, these operations constitute complex, multi-layered
sociotechnical strategies designed to reshape societal and political perceptions of reality. In No-
vember 2025, a significant sabotage occurred on the Warsaw—Lublin railway line in Poland,
a critical corridor for delivering aid to Ukraine. The attack, involving an explosive device that
damaged the tracks and endangered a passenger train, was attributed by Polish authorities to
Russia, with indications that Ukrainian nationals cooperating with Russian intelligence may have
been involved® (The Guardian, 2025). Within the Russian strategic tradition, such operations
are closely linked to maskirovka and reflexive control, a method in which an aggressor deliv-
ers carefully calibrated information or stimuli, including attacks, to induce the target to make
decisions that appear autonomous but ultimately serve the aggressor’s objectives. In false flag
operations, the objective often includes inducing self-restraint, misidentifying the adversary,
sowing internal divisions, or driving a wedge between allies. For instance, if “Poles” were de-
picted attacking members of the Hungarian minority in Ukraine, or “Ukrainians” were shown
destroying a Polish railway, the likely social response would be heightened mistrust between
the affected nations® (Bobolovich, 2025).

As noted earlier, the Russia-Ukraine war has tested all facets of intelligence operations, ranging
from basic information collection to highly sophisticated analytical and operational methods.
Ukraine’s experience demonstrates how institutional and societal resilience conditions the ef-
fectiveness of espionage. In hybrid warfare, information constitutes the core objective, medi-
um, and outcome of this element, rendering it central instrument of information dominance.
Espionage, in particular, operates within the information domain by systematically extracting
classified or sensitive knowledge, thereby shaping adversarial decision-making and operational
advantage. Infiltration operates across multiple domains by embedding actors capable of influ-
encing military planning, public opinion, media narratives, and institutional decision-making.
One of the central lessons of the Ukraine conflict is the decisive importance of the information
domain. As Major General Gregory Gagnon, Deputy Chief of Space Operations for Intelligence

in the U.S. Space Force, observed in a CSIS interview, the information environment has proven
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critical not only for military command and control but also for shaping strategic narratives that
affect both international support and domestic perceptions® (Slusher, 2025). Accordingly, within
hybrid warfare, espionage operates as primary mechanism for securing information superiority

across cognitive and informational domains.

CONCLUSIONS

This study demonstrates that espionage is an integral component of modern hybrid warfare.
The Russia—Ukraine case illustrates how external powers leverage it not only for intelligence
collection but also to conduct influence operations, support proxy actors, and facilitate covert

initiatives.

The historical analysis reveals a persistent continuity of Soviet-era structures and networks
within Ukraine’s intelligence services, which created enduring vulnerabilities exploited by Russian
intelligence. In the pre-2014 period, Russia relied predominantly on political influence, disinfor-
mation campaigns, and the cultivation of local assets to shape Ukraine’s internal environment,
thereby blocking integration into Western institutions such as NATO and the EU. Between 2014
and 2022, Russian espionage intensified, expanding into proxy support and operational coor-
dination in Crimea and Donbas, combining intelligence networks with targeted military and

paramilitary operations to establish “facts on the ground” in the context of hybrid warfare.

Since the 2022 full-scale invasion, Russian intelligence has adapted to wartime conditions, em-
ploying a diverse spectrum of HUMINT operations, cyber campaigns, and influence efforts both
within Ukraine and across Europe. The extensive recruitment of local collaborators, exploitation
of financial and ideological levers, and reliance on disposable or single-purpose agents reflect
an adaptive and multifaceted approach to espionage under conditions of high attrition. These
activities underscore the strategic imperative of intelligence-driven operations in modern con-
flicts, where territorial control, operational success, and influence over adversary decision-mak-

ing are inseparable from covert action.

Overall, the Russia—Ukraine case underscores that espionage remains central to contemporary
hybrid warfare, illustrating the enduring relevance of intelligence services in shaping the stra-
tegic environment. The evolution of Russian operations from post-Soviet influence campaigns
to complex wartime espionage networks offers a compelling template for understanding the
integration of covert action into modern military and geopolitical strategies. Future research
should examine the resilience of targeted societies and the effectiveness of counterintelligence

measures in mitigating these multidimensional threats.
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